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How the Risk Management is ImplementedHow the Risk Management is Implemented
• Process requires risk identification and management to occur in a 

tiered, integrated, structured manner (increase efficiency and 
effectivity)

• Ensures that significant risks receive an appropriate level of 
management review and resources to effectively mitigate 
significant threats as early as possible

• Information is flowed up, resources and prioritizations are flowed 
down, while coordination is made between responsible/affected 
organizations

• Even though secondary to Safety, imbeds Cost and Schedule risks 
tracking into the integrated RM process for effective mitigation.

• Integration of risk process, tools and systems with other programs 
and centers
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Elements of an Effective Risk Elements of an Effective Risk 
Management SystemManagement System

• “Buy-in” and communication to entire program of it’s emphasis and need by Management
• Develop comprehensive Risk Management Plan for each Program/Directorate

♦ Common Definitions (Risk, Success Criteria, Acceptable Risk, …)
• Implementation of a continuous process for identification, assessment, mitigation planning, tracking 

and control with effective and timely communication
♦ Keep safety paramount
♦ Be proactive
♦ Keep system simple and easy to use and provide sufficient training

• Provide multiple routes for issues to be elevated for discussion so that management obtains relevant 
information to be able to effectively mitigate threats in a timely manner (also, provides necessary 
“checks and balances”)

♦ Incorporates “appeal process” for rejected risks or to log a dissenting opinion on a risk or the handling strategy
• Integration of risk management throughout Program (imbed in existing board process – becomes part of 

the management infrastructure)
♦ Leverage off existing analysis and management processes
♦ Risk Management should be part of everyone’s job description

• Create Effective ‘Flow” of Risk Data
♦ Everyone’s “concerns” should be heard and evaluated

• Need effective tools, training and processes
♦ IRMA

• Allow for the seamless integration and cross communication between programs of common risks
♦ Provide “one-portal” for management insight into all program risks (through One NASA MIS link)
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The IRMA Tool at JSCThe IRMA Tool at JSC

• NASA developed web-based database used by (ISS, SSP, 
JSC, and other groups) to identify, plan, track, control and 
communicate risks and risk data
♦ Facilitates management of technical, costs, schedules and safety facets
♦ Tiered levels

• Provide the following facets
♦ Risk description (risk statement & context)
♦ Risk scoring/ranking
♦ Impacts/Consequences
♦ Mitigation plans and their status (burn down process)
♦ Risk status
♦ Closure/Acceptance criteria & rationale
♦ Risk flight tracking/coordination/integration

• Data under configuration management controls
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What Metrics Does IRMA Have Now?What Metrics Does IRMA Have Now?

These are the metrics that IRMA currently produces:
♦ Staleness report – how often do the individual risk owners manage and 

update their risk information.  Is the risk data becoming stale and not 
effectively communicating to all risk stakeholders any changes

♦ Mitigation Tardiness report – provides metrics on the timeliness of 
mitigation plans to insure adequate plans are developed and then executed

♦ Time in System report – provides metric on how long risks are worked in 
the system  before closure – are risks being identified, but plans are not 
being formulated and executed in a timely fashion?

♦ Risk Organization Breakdown report – indicates the type and quantity of 
open risks in the system broken down by organization – indicates whether 
all organizations are actively identifying risks (or only the few major threats 
to the organization)



4/4/2005
• 6



4/4/2005
• 7



4/4/2005
• 8



4/4/2005
• 9



4/4/2005
• 10



4/4/2005
• 11



4/4/2005
• 12

IRMA ReportsIRMA Reports

• Flight Affectivity Reports (can pull a report for any given flight 
to determine all risks against that flight with the mitigations 
plans and detail risk status)

• Organizations Affected Report (can pull report to find all risks
related to a specific organization – whether they are directly 
managing or are supporting mitigation efforts)

• Metrics reports (e.g., mitigation tardiness and staleness reports 
to provide statistics on how well organizations are managing 
risks)

• Budget reports on the cost threats to the Program
• Many other reports
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CONSEQUENCE

411

131

Low Medium High

C – Cost S-Schedule T-Technical

– Top Program Risk (TPR)

–Proposed Top Program Risk (TPR)

Watch Items
 4108 - Crew Time for Utilization - OC, SA
 4895 - Centrifuge Accommodation Module 

(CAM) / Rotor (CR) Development - OZ, HQ, 
ARC, OM

 4942 - Node 3 Management/Contractual 
Dispute between ASI and Alenia for $45M 
to$75M (OB1) -

 4414 - Crew Rotation, Assembly, Docked, and 
Stage Timelines - CA

 4718 - ISS REPLAN - Environmental Health -
Radiation Monitoring - SA, OA, OC, OE, 
CA, OB

 4706 - ISS REPLAN - Environmental Health 
Water Quality Monitoring - OA, OC, OE, 
CA, SA, OB

Risks (L x C)
Score: 4 x 5
 4107 - Ability to Support Crew Rescue Beyond 2005 

- OI, OA, OG (T)

Score: 3 x 5
 2810 - Russian Segment capability to provide 

adequate MM/OD protection - OC, CA, DA, OM, 
OE, EA, SA (S,T)

 3887 - Funding for External Carriers - ExPRESS 
Pallets (3), with (24) Payload Adapters - OM, 
OZ (S,T)

 4106 - Ability to Support REMAP High Priority 
Research - OI, OZ, OM (C,S,T)

 4671 - ISS Replan - ISS Continued Manning - OA, 
OB, OD, OE, OF, OG, OI, OL, OM, OZ, AE, CA, DA, 
EA, MA, NA, NQ, SA, XA, KSC, MSFC, HQ, ARC, 
LaRC, GRC, JSC, BOE, GSC, OC (S,T)

Score: 4 x 4
 4118 - Internal Active Thermal Control System 

(IATCS) Coolant Impact to System Integrity (OB3) 
- OE, SA, OB, OC, OD, OM, OZ, EA, MSFC, 
BOE (C,S)

 3894 - TVIS Functionality and Supportability Plan 
(OB3) - OB, SA (C,S,T)

 3928 - CMG Issues - OD (C,S,T)

Score: 4 x 3
 4119 - Delays in Implementation of Acoustic 

Abatement Plan - OE, OM (C,S,T)

Score: 3 x 4
 4707 - ISS REPLAN - Environmental Health System -

Air Quality Monitoring - OA, OC, CA, SA, 
OB (C,S,T)

Score: 3 x 2
 4622 - P5 and S5 Robotic Installation - OM (C,S,T)

Integrated Risk Management Application
ISS Top Program Risks, July 30, 2003

ISS Program Risk Matrix

L
I
K
E
L
I
H
O
O
D

Corrective/Preventative Actions
None

Continual Improvement
1.  Software Process Improvements – OD & DA
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Title: Internal Active Thermal Control System (IATCS) Coolant Impact to System Integrity (OB3)

Description: Several parameters of the IATCS coolant are out of specification and can have potentially serious negative consequences for crew
health and safety and IATCS performance degradation. High Total Organic Carbon (TOC), decreasing pH, presence of ammonia, high microbial 
count, high concentration of nickel ions and discontinuing the use of silver as a biocide are of concern or at issue.  

Risk Owner: Rankin, Gary

Likelihood: 4          Consequence: 4(C), 4(S), 0(T)

Impact/Consequence: With sufficient time and a lack of preventive'corrective measures, the Coolant conditions can accelerate corrosion of 
critical hardware and begin to foul system components.  If corrosion in the Interface Heat Exchanger (IFHX) causes a breach between the IATCS 
and the ammonia-based EATCS, then ammonia – at pressures greater than the IATCS MDP – can be introduced into the internal atmosphere of 
the pressurized elements and result in health'safety threat to the crew.  Similarly, corrosion could cause a breach between the low and high 
pressure sides of the SPCU Heat Exchanger which interfaces with the crew EMU and pose a risk to a crewmember.  Corrosion can be the result 
of chemical or microbial action or a combination of the two.  Additionally, the formation of biofilm or solid precipitates in the Coolant can foul 
components or cause long-term wear'damage.  Individual parameters of the Coolant contribute to these overall concerns as described 
below: TOC (a nutrient source for microbes), although higher than the specification of 5 ppm, is not a concern at levels below 100 ppm.  pH 
below specification of 9 +'- 0.5 can affect corrosion rates and potentially the microbial types and count.  Presence of ammonia at low levels has 
no effect; ammonia is a potential indicator of an IFHX leak.  High microbial count can affect biofilm growth'activity and potentially increased 
corrosion rates and long-term fouling of components.  High concentration of nickel ions can result in near-term fouling of the filter and gas trap 
and affect long-term wear'damage when nickel compounds begin to precipitate out of solution in solid form.  The use of silver as a biocide 
increases corrosion due to a silver'nickel galvanic reaction; without a biocide, the coolant is unprotected against microbial activity.                                   

Managing Org:  OB                  Orgs Affected: BOE, EA, MSFC, OB, OC, OD, OE, OM, OZ, SA

Flights Affected: PROG

Total Most Like. Mit. Cost ($M):   2.65                              Total Budget ($M):   1.05                              Cost of Inaction ($M):   5

Current Status: 7/18/03 - System continues to nominally operate in single LT mode.  MTL PPA serves as a backup and provides fault tolerance for the LTL PPA.  Gas Trap 
and Filter dPs are unchanged.  Replacement spare PPA delivered on-orbit on 11P.

- Chemical corrosion coupons have been removed for 300-day analysis.  These results are expected to provide additional data that will extend life predictions of both the IFHX and 
SPCU HX.  Plans will be addressed to R&R the SPCU HX to evaluate actual corrosion rates if the useful life of the heat exchanger is approaching limit predictions.

ISS Risk: 4118  Summary ReportISS Risk: 4118  Summary Report
Open Date: 7/10/2002           Status as of 7/30/2003           ECD: 8/31/2004
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SummarySummary
• Currently the process created for ISS (including the risk database – IRMA) is 

implemented or being implemented for other programs
• Facilitates:

♦ Technical assessments
♦ Trend analysis
♦ Analysis and review of known risk areas
♦ One NASA MIS metrics interface

• Working to develop of common infrastructure (to establish One-NASA RM processes 
and tools)

♦ Need to bring all processes and infrastructure into consistent, cohesive and integrated system
♦ Must ensure common processes and infrastructure so that risks can be coordinated between 

programs/directorates/centers and integrated, elevated and communicated to NASA 
management.

♦ This integrated approach makes it easier to manage risks across programs and centers and will 
provide “risk visibility” to all levels of NASA management

♦ Allows independent groups to have detailed insight into program risks (can facilitate trending 
and other analysis to ferret out “trouble spots”)

♦ Working with Carnegie-Mellon University (creator or Continuous Risk Management/CRM 
adopted by NASA, to enhance IRMA CRM capabilities)

• Provide necessary checks and balances to insure that issues and threats are caught and 
dealt with in a timely manner

• Keep risk management system simple, accessible and integrated 
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BackupsBackups
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Continuous Risk ManagementContinuous Risk Management

• that identifies risks;
• analyzes their impact and 

prioritizes them;
• develops and carries out plans for 

risk mitigation, acceptance, or 
other action;

• tracks risks and the 
implementation of mitigation 
plans;

• supports informed, timely, and 
effective decisions to control risks 
and mitigation plans;

• and assures that risk information is 
communicated among all levels of 
a program/project

NASA views Risk Management as a continuous process:
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Risk Management ToolsRisk Management Tools
IdentifyIdentify

•• Requirements Development and Requirements Development and 
Analysis, Testing, Operational Analysis, Testing, Operational 
Failures & Trend AnalysisFailures & Trend Analysis

•• Test & VerificationTest & Verification
•• Cost & Schedule AnalysisCost & Schedule Analysis
•• Anomaly Analysis/ResolutionAnomaly Analysis/Resolution
•• Probabilistic Risk AssessmentProbabilistic Risk Assessment
•• BrainstormingBrainstorming
•• Independent AssessmentIndependent Assessment
•• Lessons Learned DBLessons Learned DB
•• Project MetricsProject Metrics
•• Failure Modes & Effect Analysis Failure Modes & Effect Analysis 

(FMEA)(FMEA)
•• Fault Tree Analysis (FTA)Fault Tree Analysis (FTA)
•• Hazard AnalysisHazard Analysis

AnalyzeAnalyze
•• Probabilistic Risk AssessmentProbabilistic Risk Assessment
•• Root Cause AnalysisRoot Cause Analysis
•• Fault Trees/Event TreesFault Trees/Event Trees
•• Performance, Cost, Schedule Performance, Cost, Schedule 

Impacts AnalysisImpacts Analysis
•• Detailed Engineering AnalysisDetailed Engineering Analysis
•• Baseline Identification and AnalysisBaseline Identification and Analysis
•• Comparison Risk RankingComparison Risk Ranking
•• Taxonomy ClassificationTaxonomy Classification
•• FMEAFMEA
•• Reliability AnalysisReliability Analysis

ControlControl
•• Cause and Effect AnalysisCause and Effect Analysis
•• Board and Panel Board and Panel 

Reviews/ReportingReviews/Reporting
•• Resource Allocation Resource Allocation 

(including Budget & (including Budget & 
Schedule)Schedule)

•• Mitigation ReplanningMitigation Replanning
•• Gantt Charts/PERT ChartsGantt Charts/PERT Charts
•• Set Trigger LevelsSet Trigger Levels

PlanPlan
•• Mitigation Planning/Fallback PlansMitigation Planning/Fallback Plans
•• Planning Decision FlowchartPlanning Decision Flowchart
•• BrainstormingBrainstorming
•• Cause and Effect AnalysisCause and Effect Analysis
•• CostCost--Benefit AnalysisBenefit Analysis
•• Gantt Charts/PERT ChartsGantt Charts/PERT Charts
•• GoalGoal--QuestionQuestion--MeasureMeasure
•• Integrated Risk Management Integrated Risk Management 

Application (IRMA) Application (IRMA) -- Risk DatabaseRisk Database
•• Lessons Learned DBLessons Learned DB

TrackTrack
•• IRMA (Risk Database)IRMA (Risk Database)
•• Mitigation Status ReportMitigation Status Report
•• Risk Information Sheets Risk Information Sheets 
•• Board/Panel ReportingBoard/Panel Reporting
•• Cost ReportingCost Reporting
•• Gantt/PERT Schedules Gantt/PERT Schedules 
•• Stoplight ChartStoplight Chart
•• Project MetricsProject Metrics
•• Threats Tracking SheetsThreats Tracking Sheets
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